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ARM TrustZone

ARM TrustZone [115ARZFE Cortex-A ZRAMESSHIEATIRE , 2181T ARM ZBaZ 2 E5|IAM.
XL A RN R, AN EEFPRE—EHIEFRIER |, EHRHESHR S NL LA
=

ARM TrustZone HARREFBENLZE % |, FIEHEETEEES ENAKENE , 8iFLE32(J.
HFIRIETR (DRM), AVARSFIET Web BIARSS. TrustZone AR5 Cortex-A {MIRESEREERY , FF
BT AMBA AXI BEFMISERY TrustZone R% IP SRERFHHTY B | FiLA ARM TrustZone AR
MNEHEER FIRENZENE. RS ZREFRETLURPZERNE. IR, BE2IEEEIME , M
MR RER e JRER AT,

BaiAF ARM TrustZone 3 ARBNFFRIIE S , {FHELLES 52898 ARM Trusted Firmware §J OP-
TEE OS[2] , EfiJEREEXY ARM S REENEEEMFFRINE , —& 2B AR AR EER,

1. RG4S

MERLEBES , TFER[ET ARM TrustZone HARGH 64 (S RFALREE, BNRFEHD
BTRMER  DORELRLHR  AiLELLHER., ReHROLUImMBRNAERE , LS
HRAEHOIEZEHRNER , IRFELZLHRHALLHFRIER  WEERABGEEIRES
B8, BRAREIER.

XFMERZ BRESEEE BT ARM Trusted Firmware fEARR. ¥4 CPU AbFIER ST, a0
RIS NS HRNESESLHH N ARM Trusted Firmware (&3 ARM B SMC FEHHES ) , £ ARM
Trusted Firmware BB Secure Monitor {$IB&1E CPU NIEZL SR ZENEH , ARBUR
2EMHANZEHR, RZIMA. XNMERENEFGES R ITHNL2IIER e BHEER.

Rockchip BY Trust BJLAIEA#E /92 ARM Trusted Firmware + OP-TEE OS BUIhEEEES , B T &E
THFRERAIFTRAVIIRELR Secure Monitor(FMH FRAE IR IMED) BITHEE.
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© Trusted

Hypervisor OS

ARM Trusted Firmware

Rich OS application environment Trusted execution environment

o P @ Trusted Trusted app Trusted app
application telematics & FOTA &
DRM

authentication  integrity Mgmt

DE066

GlobalPlatform TEE client API GlobalPlatform TEE internal APIs
Trusted OS components

TEE Trusted Trusted

comm. core drivers
agent framework

Rich OS

Arm trusted firmware

HW Keys, Secure storage, Trusted Ul (Keypad screen),
Crypto accelerators, Secure element, efc.

Hardware platform HW secure resources

2. CPU $5EFR

M CPU BIMIAE , INFE—MIENEET ARM TrustZone ARSI CPU a4/ 20HaE,
WERE 64 i1 CPU , BAUSRER S ELO. EL1, EL2, EL3 , HPHRIE CPU AR S A% e
ELO. &£ EL1 BB IERSL ELO. FFZL ELT. NERE 32 (i CPU , BAYRHNESR S/ Mon,  Hyp.,
SVC. ABT. IRQ. FIQ. UND. SYS. USER#&=t , Erh SVC. ABT. IRQ. FIQ. UND. SYS. USERth
i 64 —HEREMIELLIERXZD.
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Rockchip B9 Trust AJLATRREARE EL3 + 24 EL1 BITNBEESR.

Normal world Secure world
™
User [Application} [Application} [Application] [Application : [ Secure firmware ] ELO
______________________________________:4 ______________________
SI;YQCSS; ISR\?S [ Guest 0OS } [ Guest 0S I [ Trusted OS J EL1
"y
R civpessan
Hyp [ Hypervisor | Secure world EL2

Normal

world OS
EL1/EL2

TOS
specific
protocol

ARM trusted firmware A and
EL3 3 mechanism

Porting interface Interface between

between trusted trusted firmware and

firmware and SoC/ trusted OS dispatcher
platform

Rockchip &R Trust
1. SEHNHY

B#&i Rockchip £& LAY 64 i SoC & LEAAIZE ARM Trusted Firmware + OP-TEE OS BY4HE ;
32 i SoC & LEFRY=Z OP-TEE OS,

2. JRElintE

ARM Trusted Firmware BYRREHIBIEEBNRF D lUf L 2ESR , 75079 : ELO, EL1, EL2,
EL3, BEBNLLEHITEMERENS : BL1, BL2, BL31. BL32. BL33, EHd ARM Trusted
Firmware ESRIEISERMH T BL1, BL2, BL31 A9THEE. Rockchip SEERERTHAAY BL31 A9IH
g8, BL1 f1 BL2 ®MIIBECH—ESIAZR. FiLATE Rockchip & _EFAT—ARERTLL BRIA" ARM
Trusted Firmware SRR BL31 , T BL32 {EAKINIE OP-TEE OS,

SNERAB_EIRXFHINERTE S BRETE] Rockchip ISR REF L , XINKES : Maskrom (BL1T) |
Loader ( BL2 ) . Trust ( BL31 : ARM Trusted Firmware + BL32 : OP-TEEQOS ) . U-Boot ( BL33),

Android RFEHIEHFEIRE :
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Maskrom -> Loader -> Trust ->

Normal World

U-Boot -> kernel -> Android

Secure World

To Hypervisor | Linux 2nd level
Kernel : BL32 BL2 Boot loader
0 Secure EL1 Trusted Boot| [pads all
: payload <:j Firmware | 3rd level
N B_||f33 d : images
on Truste E Trusted
Firmware to load the | | || Trusted OS kernel e
Non Secure OS. r
(e.g : U-Boot, EDK?2) < ﬁ
""""""""""""""""""" {} BL1 1st level
Boot Loader
Sultst BL31 Fale AP Boot | |pads 2nd
EL3 Runtime Firmware 2l level image
Trusted
World switch Dispatcher boot board <:| RESET
’ Key X ‘ Glossary )

EL3 Execution

Secure EL1 Execution

Normal EL2/EL1 Execution

3. E{43REY

N ===
- ==y,

EDK2 — EFI Development Kit 2
EL — Exception Level
PSCI — Power State Control Interface
BL — Boot Loader

', SMC — Secure Monitor Call

HRIRIRM binary X4 , TR, Trust B9 binary SHHERFE U-Boot TFEER :

./tools/rk_tools/bin/rk30/
./tools/rk_tools/bin/rk31/
./tools/rk_tools/bin/rk32/
./tools/rk_tools/bin/rk33/

HRFERNFEER uboot.img AIRTE , HBRESHY trust.img tBRERFTEERTE U-Boot HIIRER

T. Erb binary ¥T8AK trust.img BIRHMERIET ini 3HEHTZERS| |, ini SU4ETE U-Boot THEER :

tools/rk_tools/RKTRUST/

R FPRE AL EEMAIrkbinGE , BEFR 7 B FaRIbin3 4,

4. DTS {#gE

4.1 B#% 3.10

4.1.1 32 (S

(1) 3N psci T
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psci {

compatible = "arm,psci";
method = "smc";
cpu_suspend = <0x84000001>;
cpu_off = <0x84000002>;
cpu_on = <0x84000003>;
affinity_info = <0x84000004>;

3
(2) 7 chosen T5raEE parameter BBIZf : psci=enable

chosen {
bootargs = "psci=enable vmalloc=496M cma=4M rockchip_jtag";

e

4.1.2 64 ([ FEH

(1) 18I0 psci T :

psci {
compatible = "arm,psci-0.2";
method = "smc";

3
(2) cpu S TEIENN : enable-method = "psci";

cpus {
#address-cells = <2>;
#size-cells = <0>;

cpu@0 {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x0>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;
};
cpu@l {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 Ox1>;
enable-method = "psci";

cpu-idle-states = <&CPU_SLEEP>;

cpu@2 {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x2>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;
};
cpu@3 {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x3>;
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enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

4.2 A% 4.4+

4.2.1 32 NFEsH

1800 psci TH=BIAT :

psci {
compatible = "arm,psci-1.0";
method = "smc";
it
4.2.2 64 (\EE

(1) 18I0 psci T3

psci {
compatible = "arm,psci-1.0";
method = "smc";

3
(2) cpu TS NEIENN : enable-method = "psci";

cpus {
#address-cells = <2>;
#size-cells = <0>;

cpu@0 {
device_type = "cpu";
compatible = "arm,cortex-a53",
reg = <0x0 0x0>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;
};
cpu@l {
device_type = "cpu";
compatible = "arm,cortex-a53",
reg = <0x0 O0x1>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;
};
cpu@2 {
device_type = "cpu";
compatible = "arm,cortex-a53",
reg = <0x0 Ox2>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;
bE
cpu@3 {

device_type = "cpu";

"arm,armv8";

"arm,armv8";

"arm,armv8";
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compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x3>;

enable-method = "psci";

cpu-idle-states = <&CPU_SLEEP>;

4.3 A% Document
A#Z Document BT XTF psci RYHERIER :

./Documentation/devicetree/bindings/arm/psci.txt

5. iIB1TAEH AR EHA

5.1 1B17HF

ARM Trusted Firmware J={T7E DRAM #2i4{R#E OM~2M B9=3i8 , LA 0x10000 ( 64KB ) fERFERAO
ik,

OP-TEE OS J&{T1E DRAM #2417 132M~148M 2/ ( Z5EaiHAE EEE=RTE ) L
0x08400000 ( 132M ) {ERNOIHbLE,

5.2 &nsEHA
Trust B HEBYIIAL D ERMIAREITRESZ S , SER .

6. Security

EE—ETEHNINEBT/ZAH ARM TrustZone BRAWM D N T T2 HRNIFLLER, IBAE
Rockchip F& L CPU IZfTAMLEHNETZLHR , HLEEMNBETIFREHRR ? BERX S0
F : Loader, Trusti={T{EZLELHR ; U-Boot, kernel, Android iIz{TEIFLEHAE (22l
driver. APPE&4M) .

7. I8E
7.1 PSCI ( Power State Coordination Interface )

BHEER SoC I BRISHE ICIRIT EERREER | THR CPU IBIRIREEESES. &% SoC
B ECH—ERMEMEREE CPU BIRRT | FRLARZERIXERD B LLLIRERE | fRAEH
1TRES— , BRARZEAERXDE—EHEFFA IR, MESEFAE RBARRROIXE
DL, RAIXEBSIRIGSEIER CPU RRERG, ICIRITERRX , BEx2IBfaE 8 oLlElFzE—
EMEE,

BEF BAFEE , AZEMETHE CPU fIERREEKEIZ SoC I mECH firmware B , RZREEL
T CPU I=HIZREE | itABEINNEER—. ELERINZIEZRIEIT PSCI ( Power State
Coordination Interface ) [31#EOksLILX—BHY.

PSCI 2—E CPU core EBREIEHEXAED , AELEEET ARM A9 SMC FEEHHESIEANE] Trust BB55
BRLAEHEXAYIRME: CPU ¥ I, CPU XiF. RFREMNKIR. EREM. BRXll , FF. FTE2681F
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PSCI_VERSION
PSCI_FEATURES
CPU_ON

CPU_OFF
CPU_SUSPEND
SYSTEM_SUSPEND
AFFINITY_INFO
SYSTEM_OFF
SYSTEM_RESET

4.4+ RIZFEXREBEERR

./arch/arm/kvm/psci.c
./arch/arm/kernel/smccc-call.s
./arch/armé64/kernel/psci.c
./arch/arm64/kernel/smccc-call.s
./drivers/firmware/psci.c
./drivers/firmware/rockchip_sip.c

3.10 RIZIBEXRAEBES

./arch/arm/kernel/psci.c
./arch/armé64/kernel/psci.c
./arch/arm/mach-rockchip/psci.c

7.2 Secure Monitor

Secure Monitor & CPU I3 RZ et R H R TIRTERAINTR, Secure Monitor A9XES
27F Trust LAY, MNESEEIXERS IS , CPU BLEHITZ /ARSI , ARM
TrustZone AR HEE T EHIENFER.

BRABNMEIHEN Secure Monitor 818 ? EEiBid SMC IFHESTH , A2 ARM FARFARAYBEH
WA :

The Secure Monitor Call exception is implemented only as part of the Security Extensions.
The Secure Monitor Call instruction, SMC, requests a Secure Monitor function, causing the
processor to enter Monitor mode.

7.3 Z2(EENEE

ARM TrustZone FARRT KRS Cortex-A QMEFEZERL , MHEIET AMBA AXI B E&FIHFER
TrustZone &%t IP RERZGHHHTY R , FttE—&RYEX IP BN L2EREE/TEE | XD
FRE—HREBIE Trust EBSERK.

7.4 TREIRAIIRIP

REHURGFIF. Bl : 22X, FHFMNETE (DRM), BAARSZFIET Web MIRSZFHEXLLE
BRIERIF,

Rockchip EE&HI Trust [AIRRALEE
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BHRIXIINRRIENG RIRME Trust BY binary 324, NMEAERACIE, BRIXSTF Trust AOEIHTZ TR
o BESEEEREIN jtag TEHTHW , 3 Trust KRR R T EERE —RHFERETH
IHAIRRIRIEIREAEES] | ATLAH IR ISR ERIPF T, WERBSIIEERIRGTER Trust Y
maintainer, FEILGEE#FAE N 2SAERLR Trust FFTEMSA. Trust SIMAIMRAS. BRLE Trust
9 PANIC (5E%,

1. FF# log =15l

NOTICE: BL31: vl1.3(debug):4c793da
NOTICE: BL31: Built : 18:13:44, Dec 25 2017
NOTICE: BL31:Rockchip release version: vl1.3

INFO: ARM GICv2 driver initialized

INFO: Using opteed sec cpu_context!

INFO: boot cpu mask: 1

INFO: plat_rockchip_pmu_init: pd status Oxe
INFO: BL31: Initializing runtime services
INFO: BL31: Initializing BL32

INF [0x0] TEE-CORE:init_primary_helper:337: Initializing (1.1.0-127-9g27532f4 #54
Mon Dec 18 02:01:14 uTC 2017 aarch64)

INF [0Ox0] TEE-CORE:init_primary_helper:338: Release version: 1.4

INF [Ox0] TEE-CORE:init_teecore:83: teecore inits done

INFO: BL31: Preparing for EL3 exit to normal world
INFO: Entry point address = 0x200000
INFO: SPSR = 0x3c9

2. JENE 285!
IREFHMERATEMSE | BEEETIES
ARM Trusted Firmware ¥JEII&=, ( FAeaREE )

INFQ: *#*¥¥wntsx
OP-TEE OS FTEMEL ( ANHRRIERL )
INF [0x0] TEE-CORE: w*wwwwsiic
3. EWhRASiR3AY
ARM Trusted Firmware BUMRAS : 4c793da,
NOTICE: BL31: vl1.3(debug):4c793da
OP-TEE OS HIKRANS : 27532f4 ( RHERATEMNI g ) .

INF [0x0] TEE-CORE:init_primary_helper:337: Initializing (1.1.0-127-g27532f4 #54
Mon Dec 18 02:01:14 uTC 2017 aarch64)

4. PANIC {EEiR%1

4.1 ARM Trusted Firmware A4 panic

Unhandled Exception in EL3.
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x30 =

x0 =

x1 =

X2 =

x3 =

x4 =

x5 =

X6 =

X7 =

x8 =

x9 =

x10 =

x11 =

x12 =

x13 =

x14 =

x15 =

x16 =

x17 =

x18 =

x19 =

x20 =

x21 =

x22 =

x23 =

x24 =

x25 =

X26 =

x27 =

x28 =

x29 =
scr_el3 =
sctlr_el3 =
cptr_el3
tcr_el3 =
daif =
mair_el3
spsr_el3
elr_el3 =
ttbrO_el3 =
esr_el3 =
far_el3 =
spsr_ell =
elr_ell =
spsr_abt =

0x00000000ff0O0fff0
0x00000000000101c0
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000cd383b
0x0000000000080001
0x0000000080803520
0x00000000000342a0
0x00000000000101c0
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000001
0x00000000000101b8
0x000000000001a950
0x0000000000000000
0x00000000000101c0
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000040000000
0x0000000000000040
0x00000000000305b0
0x000000000001016¢
0x00000000000101c0
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000035bf8
0x0000000000000000
0x00000000000101c0
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000238
0x0000000000cd383b
0x0000000000000000
0x0000000080803520
0x00000000000101c0
0x0000000000000000
0x0000000000000000
0x00000000000101c0
0x0000000000000000
0x0000000000000000

4.2 OP-TEE OS &* panic
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core data-abort at address Oxcl21bl6c

fsr 0x00000805 +ttbr0 0x6847446a ttbrl 0x6847006a cidr Ox2

cpu #0 cpsr 0x200001d1

ro 0x20068000 r4 0x68407195 r8 0x00000000 ri12 0x00000000
rl 0x00000049 r5 0x6848068b r9 0x6840a3bd sp Oxcl2lbla4
r2 0x6848068c ré 0x6848068c  rl0 0x684808cc Tr 0x684296a6
r3 0x0000001f r7 0x00000001 rll 0x68404f9d pc 0x6840041c

ERR [0x0] TEE-CORE:tee_pager_handle_fault:125: Unexpected page fault! Trap CPU
PANIC: tee_pager_handle_fault core/arch/arm/include/mm/tee_pager.h:126

fR=%E
(0] FHRATI T -

ARM Trusted Firmware : https://github.com/ARM-software/arm-trusted-firmware

OP-TEE OS : https://github.com/OP-TEE/optee o0s

[1] ARM TrustZone :

https://www.arm.com/products/security-on-arm/trustzone

https://developer.arm.com/technologies/trustzone

[2] op-tee BEM : https://www.op-tee.org/

[3]1 PSCI : http://infocenter.arm.com/help/topic/com.arm.doc.den0022¢/DEN0022C Power State

Coordination Interface.pdf "Power State Coordination Interface PDD (ARM DEN 0022C)"
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